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Pakiti – what is it?

● Open source tool to check patching status

→ https://www.sf.net/projects/pakiti  [1]

→ http://pakiti.sourceforge.net/  [2]

→ Any site can run its own Pakiti server to monitor 
internal machines

● Server evaluates packages installed on clients

→ Detects security patches not applied

→ Correlates packet version with vulnerabilities

→ Allows for searching for particular vulnerabilities 
(CVE - Common Vulnerabilities and Exposures)

https://www.sf.net/projects/pakiti
http://pakiti.sourceforge.net/
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Pakiti – What is it good for?

● You can easily have a local installation and check your hosts

● You can see which hosts have which vulnerabilities

● You can apply patches where needed

-----------------------------------------------------------------------

● Proved very useful last year in EGEE project, critical kernel 
vulnerability (CVE-2009-2692, CVE-2009-2698)
→ sites with vulnerable kernels have been identified and were 
requested to patch their systems

● Now EGI-CSIRT operates Pakiti server for EGI-inspire [3]

● Information collected with Nagios probes (WNs)

● Only EGI-CSIRT members allowed to access
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Screenshot Pakiti Start Page
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Screenshot Pakiti Hosts
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Screenshot Pakiti Host Details
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Conclusion

Note that all unpatched hosts are 
vulnerable!

Which tools are used at your site 
for patch management?
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Links

[1] https://www.sf.net/projects/pakiti 

[2] http://pakiti.sourceforge.net/ 
(with installation instructions)

[3] https://pakiti.egi.eu/ 
(restricted access NGI security officers only!)

https://www.sf.net/projects/pakiti
http://pakiti.sourceforge.net/
https://pakiti.egi.eu/
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